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We won’t mince words—your work is often villainized, contentious, and leaves FI 
employees with sweaty hands and bit of nausea. Not exactly a walk in the park. 

We’re hoping to change that—for both sides—by equipping you with everything 
you need from the FI to effectively audit their digital banking solution that is 
powered by Banno. 

In this document, you will find complete transparency because we value your 
time and effort, and we think your work is important.

Dear Auditor,
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You’ve probably heard by now that Banno is out to make banking personal 
again.

But how? 

Banno is an integrations platform, which means something has to serve as the 
unifying point—and that something is our FIs’ cores.

This level of access to an FI’s customer data requires an overflow of trust. Banno 
clients have earned the trust of their account holders, and everything about their 
digital channel has to retain—even reinforce—years of positive reputations in 
order for our FIs to trust Banno. 

Foundations

http://jackhenry.com
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Foundations

Foundation #1: Core 
Centricity
As an integrations platform, Banno gathers Fintech’s best features—
from inside and outside of Jack Henry—and feeds them data from 
the FI’s core. This shared access to current, first-hand data allows 
all configured integrations to work together as one seamless digital 
banking solution.

How does Banno obtain and aggregate data from the Core and 
from Integrations?

The Banno API receives all its data from the FI’s core and from 
integrations. But how does the information get to the Banno API in just 
the right format for features to function?

There are two important communication intermediaries that make our 
core-centric integration platform work: 
1. The Banno Service Layer
2. jXchange (for our Bank Cores) / SymXchange (for our Credit Union 

Cores)

The Banno Service Layer
The Banno Service Layer can be thought of as a translator. Every core 
speaks a different language, but most integrations are not multilingual. 
Therefore, in order to break the language barrier, all communication 
passes through the Banno Service Layer, our translator, to give the API 
the data it needs all in one language. 

The Banno API 
receives all its data 
from the FI’s core 
and from configured 
integrations, all of 
which speak different 
“data languages.”

The Banno Service 
Layer speaks all 
languages and serves 
as a translator so 
that the Core and the 
Integrations can work 
together—language 
barrier-free.

Bank Cores

jXchange

CU Cores

SymXchange
(from Jack Henry

and external sources)

Integrations

Banno API

Banno Service Layer

http://jackhenry.com
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jXchange / SymXchange
jXchange / SymXchange can be thought of as a Core’s trusted courier. 
It facilitates requests and data flow between the Banno Service Layer 
(the translator) and the Core. 

Everything is connected.
Banno features rely on integrations in order to perform; integrations 
are useless without core data. It’s our communication intermediaries—
jXchange/SymXchange and the Banno Service Layer—that make the 
right information accessible in order to function as a digital banking 
solution. 

Core integration—especially at this depth—requires the implicit trust of 
an FI. Which leads us to foundation number two…

Foundation #2: Trust
Yes, Banno is Fintech-minded. And yes, we move fast to keep up with 
consumer demands of the day and the tech world around us. But first 
and foremost, we bear the weight of responsibility that comes along 
with holding users’ valuable data. 

Every Banno innovation sees all aspects of our carefully-crafted due 
diligence plan which spans from risk mitigation to product reliability. 
This practice weaves right into Jack Henry’s business-wide value: Do the 
right thing, do whatever it takes and have fun. 

We can’t, in good conscience, downplay the inherent risk that comes 
with ushering a transacting experience into the digital world. That’s why 
security and reliability assurance are baked into our operations—from 
feature design to engineering to support. 

Banno is reliable. 
Here are some measures Banno takes to keep FIs up and running in the 
digital world:
• An entire implementation and support team full of real people close 

to the product
• Active incident reporting and resolution processes
• Best-in-industry cloud network services
• Enterprise continuity (business continuity) and disaster recovery 

plans

Incident:
An isolated period in 
which a Banno solution 
is degraded and has 
potential to negatively 
impact the client’s 
users’ experience.

Foundations
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Banno is secure. 
Here are some key mitigations designed to keep the Banno platform 
and user data secure:
• Two-factor authentication (2FA)
• End-to-end data encryption 
• Robust physical security

Banno is transparent.
Banno is open and honest about what we’re up to and about anything 
that’s not going according to plan. We hold ourselves accountable to 
that transparency. Here’s how:
• Banno holds a monthly call to disclose our roadmap and to receive 

questions and feedback from current and prospective customers.
• Banno hosts a separate security call to talk about current risks, our 

mitigations and any changes that may affect security.
• Clients have visibility to all incidents at status.banno.com.
• The Banno team itself is accessible during our monthly calls, at 

conferences and through our support teams.

Two-factor
Authentication (2FA):
Method of confirming 
a user’s identity by 
requiring two or three 
pieces of evidence:
• Something you 

know
• Something you 

have

Encryption:
The act of converting a 
message into a secret 
code with a key (a 
2000+ character-long 
password). Only others 
with the unlocking key 
can crack the code.

Foundations
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Banno is made up of people with faces and names—we’re pretty proud of our 
group, and we want you to know us. We hope to develop a meaningful, trust-
based relationship with your institution and auditors alike, so let’s begin by 
helping you put names to few faces.

Meet Banno

http://jackhenry.com
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Meet Banno

The People Behind Banno
We have leadership that has been here since day one, and we have people we 
had to work really hard to get on our team—like compete-with-Google-hard. Our 
teams are cream of the crop. Meet a few of the folks who lead them!

Abby Wood
Senior Director of 

Operations

Ben Metz
Chief Digital &  

Technology Officer

Julie Morlan
Senior Managing  
Director of Digital

Matt Kerner
Director of Technical  

Product Management

Chad Killingsworth
Senior Managing Director 
of Software Engineering

Landon Lewis
Senior	Director	of		
Software	Engineering

Christine Duffy
Human Resources  
Business Partner

Maria Nocenti
Director of Product Design

Bryn Lai
Director of Finance

http://jackhenry.com
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Banno’s plan for producing relevant and modern digital banking solutions is 
efficient and reliable, and it promotes a stellar user experience. 

The number of projects we take on is high. Banno receives and responds to 
requests for features from our advisory board and customers who attend our 
monthly meetup, wherein we share our six-month roadmap. Additionally, Banno 
teams are keeping up with regulatory requirements, security updates, bug fixes, 
issues discovered by our engineers and needs identified through customer 
support.  

As you can imagine, the attention required to receive these projects is significant. 
For Banno, prioritization is the name of the game. 

Let’s follow the journey of one project—a new feature, we’ll say—to understand 
Banno’s software development life cycle (SDLC). You’ll see themes of thorough 
planning and attentive execution in a carefully-designed protocol for delivering 
requests in a timely manner.

Software Development
Life Cycle (SDLC)

http://jackhenry.com
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Deployment

Business Planning

Engineering

Build

Test

Improve

Quality Assurance Testing

Request to Deploy

Integration Analysis

Approval and Prioritization

Project Discovery Meeting

Assign and Activate Team(s)

Deployment Approval

Full Software Check

Production Environment Update

Project RetrospectivePrepare Support Team

Project 
Planning

Review 6-Month Roadmap

Customer Feedback Review

Technology Vision Group Review

Project Backlog

Support

Decision Point
No

Yes
Later

A single request (    ) starts here:

Banno’s Software 
Development Life Cycle
Here is a high-level look 
at Banno’s process for 
making a single request  
part of Banno’s product 
reality.

SDLC

http://jackhenry.com
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Business Planning

Banno’s management team looks at each request from a bird’s eye view to 
decide whether or not we’re going to do it—now or ever. 

The team considers the problem that the request aims to solve and then 
examines the technical feasibility of the request—that is, we ask ourselves, Is this 
a problem that we can solve with software? If so, we wade into the questions,	
Approximately how long and how many people will it take to do it? How many 
users does this affect? Should this become a project?

Project Planning

To get going on a project, we hone in on when and how we’re going to produce it.

To prioritize a project, we consider its urgency and look at our six-month product 
roadmap to determine when we have capacity or what we have in the hopper 
that could shift. 

Next, Banno’s management meets with lead engineers for a project discovery 
meeting, which can just be thought of as a big learning session. It’s imperative to 
us that everyone in the room hears and learns about the same problem. This time 
also ensures we all understand 1) potentially key integrations and technologies,  
2) limitations and security risks associated with each and 3) available teams to  
work on the problem. We rely heavily on this meeting to review and clarify 
the scope of the project; it’s crucial for building shared expectations and 
measurements of success. 

Business Planning

Review 6-Month Roadmap

Customer Feedback Review

Technology Vision Group Review

Project Backlog
Decision Point

No
Yes

Later

A single request (    ) starts here:

SDLC

http://jackhenry.com
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Once we have an understanding of the project details, we submit our integration 
plan to our business analysts who check and double check that it meets the 
project requirements, and that it’s secure and compliant. With their go-ahead, 
we assign and activate the engineering team(s). 

Engineering

Amid supporting other features, our engineering teams take on new projects—
which is no small task. 

If named, the story would be Build, Test, Iterate: The Cycle of Creating and 
Refining. Our engineers build out projects by integrating existing solutions—and 
creating new ones when none exist. Then they test their work to see if they can 
improve the way it functions, looks and feels. Finally, they cycle it back to build 
mode to refine the feature. The process repeats itself until the project tests out 
to perform and feel at least as good as the best applications out there (think 
Instagram and Twitter).
 
Once they believe they’re done iterating, their work goes through quality 
assurance (QA) testing. QA involves:
1. Checking the code to make sure it’s clean and free of errors that could 

compromise app functionality
2. A review with the designers to make sure its working and feeling as intended
3. A security check 
4. Ensuring performance in all identified instances that the feature would be 

used in real life 

Integration Analysis

Approval and Prioritization

Project Discovery Meeting

Assign and Activate Team(s)

Project 
Planning

SDLC
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The technical 
operations group,	
independent of our 
engineering group, has 
unique permission to 
deploy code. This is 
to ensure that those 
who write product 
code cannot deploy 
the code—it’s an 
intentional added layer 
of security and work 
accountability.

Finally, Banno is updated to include the completed project, and the 
update or feature is made ready for deployment approval.

Deployment

Before a request or feature is made available to customers, Banno’s 
leadership must examine the change and grant approval. New code 
has potential to cause other features to behave in unexpected ways 
(or just break), so a full software check is performed to ensure that the 
change has grafted well with the existing system. 

And because Banno acknowledges that questions come along with 
change, we ask ourselves	“Are we ready to implement and support 
our customers through this update?”	When the answer is a resounding 
yes, the technical operations group	updates Banno in the production 
environment.

Operations	
Banno enables new features and major updates for each financial 
institution individually.

Our implementation team takes care of enabling features. The work 
involves communicating with the financial institution to understand 
their desires regarding settings and configurations available for the 
feature and then ensuring that those desires are reflected once the 
feature is enabled.

Engineering

Build

Test

Improve

Quality Assurance Testing

Request to Deploy

SDLC

http://jackhenry.com


16

Retrospective
At the conclusion of a project, we look back and name the things that went well 
and the things that didn’t. That way, we have as many opportunities as we have 
projects under our belt to streamline our process and share knowledge gained 
with one another. 

Support 

As the Banno platform continues to evolve, product support remains a top 
priority for us. At completion of every project, we create or update feature 
documentation (detailed functional and technical how-tos), and we educate 
our support team on the ins-and-outs of the update. The support team is readily 
available to help clients through questions, as well as accept and push requests 
for improvements and bug fixes.      

Deployment

Deployment Approval

Full Software Check

Production Environment Update

Project Retrospective

Prepare Support Team

Support

SDLC

http://jackhenry.com
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Banno follows modern deployment practices that keep the ball rolling—both in 
terms of features shipped and service reliability. We’re constantly pushing small 
release updates with no negative customer impact.

Deployment practices

http://jackhenry.com
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Modern, auditor-approved 
development operations
Nimble architecture 

Banno has a modern multi-tenant platform hosted in the cloud. As part 
of this architecture, we have hundreds of services—which translate to 
features—that power the platform. We have invested heavily in modern 
developer operations to release updates to these services multiple 
times daily—and without interruption. It keeps existing features running 
smoothly and lets us ship new features way faster than we could under 
more antiquated models [read: larger, more consequential updates less 
frequently].

Small, distinct releases for nominal risk

Each service release is very small and distinct—so small that our 
engineers can actively watch to make sure that the deployment goes 
as expected. Should there be an issue, they perform a rollback, and the 
previous version is restored within minutes. This approach forgoes the 
risks associated with large, major releases that result in long-running 
negative customer impact. 

In the very rare event that a release cannot be fully tested or exceeds 
our risk threshold, deployment is scheduled off hours.

Automated testing for reliability

Of course, things can go wrong during deployment. There could be a 
cloud or network problem, or one of our many service providers may 
be experiencing an issue that manifests itself on the Banno platform—
both of which are outside of our immediate control. There’s also 
the possibility of human error on our end—for which we do take full 
responsibility.

To mitigate the risk of human error (to the extent which is possible), 
all of our services are established with built-in automated tests. With 
automation comes fewer human decision points and actions—both of 
which are opportunities for mistakes. 

Multi-tenant:
Multi-tenant 
applications include a 
level of custom-ization 
for tenants (financial 
institutions, in our 
case). It allows for our 
financial institutions 
to customize their app 
design and feature 
set, and it lets them 
set specific access 
control permissions and 
restrictions for users.

Deployment Practices
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That said, we don’t rest solely on our performed laurels. As part of our 
deployment process, there is a manual check by engineering teams 
before code is released to production.

Fast vulnerability resolution

Banno makes heavy use of open-source code, and new security 
vulnerabilities in software libraries surface almost daily. It’s an industry-
wide problem and one of the reasons we stand for deploying quickly 
and often. 

When a vulnerability is discovered in any of the software libraries used 
by Banno, our fast-and-often deployment approach allows us to isolate 
the affected library and issue a fix before the threat gains a foothold.

Deployment Practices

http://jackhenry.com
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In order to serve a community well, financial institutions have to be accessible to 
everyone—at physical branch locations and on the digital channel. 

We’re committed to following the tech industry’s best practices for accessibility 
support for the Banno Digital Platform™. Without any help from third parties, we 
consider and validate accessibility at every stage of the software development 
life cycle (SDLC).

Banno Online app     

Our Banno Online™ design and development team follows the Web Content 
Accessibility Guidelines (WCAG) 2.1. We adhere—at minimum—to level AA of 
the WCAG 2.1 guidelines, allowing for users of a wider range of abilities to benefit 
from Banno Online by taking marked steps toward being:  
• Perceivable
• Operable 
• Understandable
• Robust

Banno Mobile app     

Since our mobile applications are truly native (WCAG 2.1 industry standards don’t 
directly apply), our design and development team work through Banno Mobile™ 
at a granular level to ensure that it adheres to ADA best practices—that is, users 
can navigate with zero visuals. 

We also leverage accessibility resources provided by iOS and Android™ 
operating systems (OS).

For iOS, we reference the Accessibility Programming Guide for best practices 
around:  
• Captioning and audio descriptions
• VoiceOver (a screen reader)
• Guided access for those with attention and sensory challenges
• Display customization
• Text readers

For Android, we follow the Accessibility Developer Checklist to ensure:  
• Text is visible
•	 Controls	are	simple	and	big	enough	to	use	easily
•	 UI	elements	have	meaningful	descriptions

Accessibility Support

http://jackhenry.com
https://www.w3.org/TR/WCAG21/
https://www.w3.org/TR/WCAG21/
https://developer.apple.com/accessibility/ios/
https://developer.android.com/guide/topics/ui/accessibility/apps
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Let’s get started
We’re here to help make this as easy as possible.

First, we want you to know how happy we are to have you on board. Together, we 
can do amazing things.

We know this may seem overwhelming, but we’ve outlined our process step-
by-step so you understand exactly what we need to do to make this happen. 
Anything labeled with a     will be something for your to-do list; but no need to 
worry about those items yet. Your implementation coordinator will keep track of 
them and remind you when the time comes. Think of this person as your project 
concierge—their number one goal is to help you.

When will you be introduced to this magical person? As soon as onboarding 
begins. We’ll kick off your project with a phone call, introduce you to your 
implementation coordinator, review project needs and address any initial 
questions your team may have.

You’ll also be receiving an invite to Basecamp. This is a project management and 
team collaboration tool that serves as our communication record, so even when 
the project is discussed via phone or email, we’ll circle back and record notes 
here. There are too many moving parts to let anything go undocumented.

Be on the lookout for that email and bookmark the page—you’ll be a frequent 
visitor.

http://jackhenry.com
http://jackhenry.com
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Implementation Guide

What to Expect

We try to run a tight ship to get your product out 
the door ASAP.

Onboarding takes approximately two weeks.

You’ll be guided through this process by an implementation 
coordinator—someone who is easily accessible to answer all of your 
questions, coordinates work efforts, and ensures timely delivery.

Key tasks:
• Make introductions
• Complete kick-off call
• Gather required onboarding items (like logos, developer accounts, 

balance display configuration)

Design takes approximately two weeks.*

Once we’ve gathered the necessary assets, we’ll customize the design 
of your apps to match the look and feel of your brand. We want your 
customers/members to seamlessly transition between your physical 
and digital bank.
*The duration of this process can vary significantly depending on the 
number of revisions.

Key tasks:
• Create design preview (includes app icons, background images, 

store graphics, and more)
• Review design
• Revise design if needed
• Provide final design approval

01

01  Onboarding

02  Design

03  Implementation

04  Acceptance Testing

05  Launch

Anything marked 
with a      will be 
something for your 
to-do list.

02

http://jackhenry.com
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Implementation takes approximately six weeks.

This is when the magic happens. Our team goes to work on connecting 
your core to Banno services and creating an impressive digital solution 
for you.

Key tasks:
• Configure core-specific items
• Set up third party products
• Update customized content
• Enable applicable features
• Deploy apps
• Perform internal testing

Acceptance Testing takes approximately four weeks.

This is all you (well, mostly). Your team will test the product before it 
goes live (don’t worry, we’ll give you a training session before we hand 
over this responsibility). First impressions matter, and we don’t let 
anything out the door until it’s ready.

Key tasks:
• Participate in app training
• Schedule time with your internal team to test the apps
• Complete pre-release testing checklist
• Identify any updates to configuration that require resolution before  

going live
• Provide final launch approval

Launch your digital suite.

After approximately 20 weeks of preparation and testing, we will be 
able to publish your digital suite or individual applications. Your Banno 
online site will be live, and your mobile apps will be made available in 
the App Store and Google Play Store for your users. We usually like to 
celebrate at this point.

Please keep in mind	the length of these phases can vary significantly 
based on things like response times, thoroughness of acceptance 
testing, and number of revisions to each configuration.

04

05

03

Anything marked 
with a      will be 
something for your 
to-do list.

Implementation Guide
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01: Onboarding
Let’s get down to business.

The onboarding phase is all about gathering the items needed 
to complete the project. But before we really dive in, we want to 
emphasize that you will have help along the way. You’ll be matched 
with a personal implementation coordinator to make sure the whole 
process moves smoothly—from start to go-live.

Meet our onboarding team.

Who should be invited 
to the kickoff meeting?
Everyone actively 
involved in the project.

Heather Rubino
Implementation Manager

Sheena Deutsch
Implementation Manager

Hannah Coatney

Emilee Garretson

Stacy Fox Brian Frost

Tiffany JonesBryan Garner

Jake Mastroianni

Emily Lumos

Kristin McBride Jason McRoberts

Tiffany Miller Brent Moinet

Amber Medlin

Christine ShevitzAdam Senger

Kayla Bell

Implementation Guide
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It’s time for your kickoff call.

Your implementation coordinator will reach out to you and schedule a 
kickoff call. During this time, we will review:
• Project phases 
• Timelines and launch date
• Basecamp 
• Requested onboarding items
• Integrations with other services

We’ll leave plenty of time for questions, so don’t worry if you have a long 
list. Our goal is to end this meeting with everyone feeling confidently ‘in 
the know’. 
 
And for that very reason, it’s a good idea to include everyone that will be 
actively working on this project.

Note: We’ll only have a few scheduled calls during the implementation 
process because we know this isn’t the only ball you’re juggling. In order 
to let you digest and answer when it’s convenient for you, we’ll do the 
majority of our communication on Basecamp. That being said, we’re 
more than happy to schedule phone conversations—we want to make 
this as easy as possible.

Your Checklist

We’ve covered the heavy hitters in the What to Expect overview, but 
you’ll find a more extensive list in Basecamp.

Essentials
 ☐ Your Apple developer account credentials
 ☐ Your Google developer account credentials
 ☐ Test account and credentials (we’ll need these throughout the life of 

our partnership)
 ☐ Hosting Account Setup 

Branding
 ☐ Preferred name of your app (note: this should be unique to comply 

with store standards) 
 ☐ Your logo (please send in Vector format—.ai or .eps types are 

preferred)
 ☐ Style guide for your brand
 ☐ RGB/Hex numbers for your specific brand colors

Implementation Guide

http://jackhenry.com


27

Current Usage
 ☐ The existing number of mobile users
 ☐ The existing number of online banking users 

Custom Text
 ☐ Welcome message for RDC
 ☐ RDC disclaimer message
 ☐ Front of check capture message
 ☐ Back of check capture message 
 ☐ Transfer hours disclaimer message
 ☐ Re-order card message
 ☐ Available balance disclosure

Contact Info
 ☐ The ‘Call’ feature phone number 
 ☐ Who is your after hours support contact at the FI? 
 ☐ In the For Clients Portal, please identify staff authorized to create 

support cases for Banno products
 ☐ Provide your ATM locations/networks

Miscellaneous Configurations
 ☐ Provide details for external transfer configuration
 ☐ Provide details for balance display configuration 
 ☐ Do you want to select which admins see employee accounts? yes/no
 ☐ Do you want account numbers to be masked for admins? yes/no
 ☐ Provide details for transaction filtering 

Note: As we start to gather various pieces of the onboarding 
information, we’ll be doing things behind the scenes like verifying your 
credentials and laying the groundwork for your digital suite. 

Strategic Communication Plan

Now is the time to begin planning how you will communicate this 
transition to your account holders. An entirely new digital platform 
means a significant change to their digital banking experience—even if 
you’re transitioning from another Jack Henry product—and change can 
be hard if you’re not prepared for it. We recommend that you consider 
the following as you begin planning:

• Craft messaging that builds excitement leading up to the big unveiling
• Build a thoughtful marketing plan for getting it out there
• Make use of email, social media, and website advertising 

campaigns to reach account holders effectively
• Work with Banno’s Website Solutions team to leverage their digital 

marketing expertise

Implementation Guide
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02: Design
Aesthetic is just as important as function. 

As soon as we have your branding materials, we’ll start working on the 
design of your app. Once the team is confident that everything adheres 
with your brand standards, your implementation coordinator will post a 
preview on Basecamp. This will include a variety of screens on multiple 
devices; we want to make this as realistic as possible.

Note: We believe aesthetic is just as important as functionality—we 
take this very seriously and will continue to iterate on the design until 
you’re completely satisfied. Our goal is to ‘wow’ your customers/
members.

We take your brand and apply it to:

Your App Icons
(iOS and Android App Icons)

Your Apps
(Preview on Multiple Devices)

Your Store Graphics
(iOS App Store and Android Play Store)

Implementation Guide
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03: Implementation
Here’s a look at what’s going on behind the 
scenes. 

We connect to your core.

A connection is made 
between Your App and 
the Banno API to allow 
information to populate 
in your users’ accounts.

The Banno API uses the 
Banno Service Layer 
as a communication 
translator to and from 
your core and other 
non-Banno services. 
(This does not apply to 
credit unions)

jXchange / 
SymXchange are the 
direct communicators 
to your core. They 
exchange requests 
and data between the 
Banno services and the 
core. For your app to 
have open connectivity 
to your core, the Banno 
Service Layer must be 
connected to jXchange 
/ SymXchange.

Your App

Banno API

jXchange

CIF 20/20 SilverLakeCore Director

SymXchange

Episys

Banno Service Layer

At this point, we need to work with other JHA teams to build the 
connection between Banno and your core—this allows two-way 
communication, like a telephone line. 

Making this connection takes approximately 30 days. Once the 
connection is in place, we are sent information for testing to make sure 
the lines of communication are open and working.

Any additional JHA products and features that need to be configured 
will be added to your Digital Suite at this time.

1

33

2

2

1

Implementation Guide
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Data Conversion

We’ll work with the data conversion teams at JHA—the best in the 
business—to safely and efficiently to convert everything from your 
current provider to Jack Henry. We know it’s a great deal of effort to do 
any type of conversion, so here’s a quick breakdown of how / your level 
of involvement.

Internal Testing

We’ll start on our end.
Once the implementation tasks are completed, we put your apps 
through a series of tests. To start with, your implementation coordinator 
will verify that they can authenticate the credentials provided by your 
institution. When that’s done, we’ll move onto reviewing the designs and 
ensuring that the configurable components have been completed as 
intended.

If any issues are detected, your implementation coordinator will work 
with the appropriate teams to resolve them as quickly as possible.

Mobile-Only

LOW

LOW

LOW

LOW

HIGH

HIGH

HIGH

HIGH

Digital-Only

Mobile and Online

Net New
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04: Acceptance Testing
Let’s work out the kinks.

Once we have design approval, we’ll deploy your apps, so you can see 
them in action. 

The IS Education team will schedule a training session with you and the 
key stakeholders. We prefer that test participants do not take part in 
this session—we want them to experience the Digital Suite without 
instruction, so they can take note of anything that may trip up your first-
time users.

During the training session, we’ll discuss:
• Major features
• Configurable components
• Frequently asked questions
• Expectations of your FI’s acceptance testers

Our hope is that you’ll be able to take what you learn and train your 
staff, but don’t worry if you miss something—we’ll be here to help. We’ll 
also provide documentation that you can share with your team.

Now it’s your turn. Are your testers ready?
Great! We’re excited, too.

Remember, we highly recommend having	at least 10 participants	(but 
the more, the merrier). These new sets of eyes help us do a number 
of things: catch typos and missing information, review workflows for 
inconsistencies, and provide potential future updates.

If your institution uses Cash Management we recommend that you 
select 2-3 businesses that are willing to take part in testing alongside 
your traditional consumer/retail customers. It’s important to choose 
people that are willing to provide honest/open feedback to your team 
to make sure you know how you’ll communicate externally to your 
business customers before going live. 

Plus, by having your own team members use the apps, they’ll get 
acclimated prior to the launch date and be more helpful to your users 
during the rollout. 

Implementation Guide
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05: Launch
It’s go time.

As soon as we’re given your final stamp of approval, after months of 
preparation, it’s time to release your apps to the public.

Note: The final data conversion steps will be completed prior to launch.

As the project comes to an end, your implementation coordinator will 
transition you to the support team. Don’t worry—we’ll update them with 
all the information they need to assist you going forward.

Congratulations! Your Digital Suite is now live.

A few maintenance notes:
• If you’ve decided to migrate your users from GoDough to Banno 

with our prompts, they will be live as soon as the app is released.
• We’ll unpublish your old apps in the Google Play Store and App 

Store to avoid any confusion.
• Your project will be archived in Basecamp. You can still access all of 

the content, but you will no longer be able to add or edit. 

This part is truly a team effort, and everyone will need to pull their 
weight. Your implementation coordinator will be heavily involved, 
communicating frequently in order to report and resolve issues as 
quickly as possible—we never want to postpone a launch date.

Implementation Guide
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06: Support
We’ll introduce you to our friends—they 
know everything.

After the launch of your apps, we’ll introduce you to our support team. 
Don’t worry…we won’t leave you hanging. We’ll make sure everything is 
live, and life is good before we say our goodbyes.

Once we conclude our work together, any future issues should be 
directed toward the Banno Support team. You can open a case by 
doing one of two things:
1. Use the For Clients portal 
2. Call (800) 299-4222 

When opening a case, make sure to include specific information about 
your problem, anyone that should be included in the conversation, and 
useful attachments. We try to factor severity level into our prioritization, 
so please be as descriptive as possible.

Standard/Production Normal: to be used for a general support request, 
or issue that does not seem to be affecting multiple users.

High/Production Affected: to be used for issues that are more 
widespread or have a more serious negative impact on your users.

Urgent/Production Down: to be used for issues that cause all mobile 
users to be unable to access updated information or functionality in 
their mobile app.

Low Impact: to be used for particularly minor issues or questions.

Implementation Guide
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07: Wrapping Up

We recognize that every implementation is unique. If there’s something 
we haven’t covered that you’re curious about, we want to hear from 
you.

And last, but not least, thank you for serving your community the way 
that you do, and thank you for letting us be a part of it.

Implementation Guide
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Network and Reliability 
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Having data on the cloud is a scary prospect for some. Fears of unreliable 
connection and degraded security leave people who are unfamiliar with the 
cloud leery of making the move. 

However, Banno sees those fears as unfounded. The cloud is more reliable than 
any infrastructure that we could put together, and platform providers have 
invested heavily in sharing the responsibility of security across identity, data, 
networking and applications. And we like that about them.

On the Cloud
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1 https://azure.microsoft.
com/en-us/global-
infrastructure/regions/

Data Centers
A data center holds a big group of networked computer servers which store 
data and run services.

What is the cloud?

As intangible as the cloud may seem, it’s actually a vast network of 
remote servers that are methodically dispersed to achieve reliability, 
and to make disaster recovery and data backup possible in the event 
that servers are destroyed in a natural disaster.

The cloud’s infrastructure is made up of data centers, availability zones 
and regions. Here’s how each builds upon the other:

Availability Zones
An availability zone is a collection of data centers equipped with independent 
power, cooling and networking.1 A single data center can belong to only one 
availability zone.

Regions
A region is comprised of multiple availability zones and is completely isolated 
from the other regions.

On the Cloud
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Why is Banno on the cloud?

Frankly, the cloud makes it possible for us to produce relevant and modern digital 
banking solutions for community FIs. There are three call-out reasons why we see 
being cloud-based as crucial:
1. We can innovate faster.
2. It’s ultra-reliable.
3. It’s impressively secure.

We can innovate faster.
Since the cloud gives us access to more server space than we could ever use, 
Banno’s innovation potential is never capped by infrastructure limitations. 
Coupled with the tech knowledge and industry insights we glean from you, the 
cloud’s perceivably limitless capacity allows Banno to keep pace with—even 
outpace—the evolving challenges faced by community FIs. 

At a more granular level, the cloud frees our engineers from thinking about the 
operational complexities of deploying software—like which server can best 
handle the computing load—so they can focus on features and improvements.

The cloud is ultra-reliable.
Having access to a network of data centers in regions scattered across the 
country means that Banno applications are next-to-always up and running. 
There are multiple availability zones in a single region, and data is always being 
backed up from one region to another. 

Note: This map is not to scale and not an accurate representation of region locations.

=	Region

Cloud Network
Regions are strategically planted throughout the world to achieve reliability and backup 
capability.

On the Cloud
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This is all to ensure the availability of Banno products should there be 1) an influx 
of demand or 2) a primary availability zone go down as a result of a natural 
disaster.

The cloud is impressively secure.
Being in the cloud gives us (and you) another leg to stand on when it comes to 
the responsibility of security. Much of a cloud network provider’s business rides 
on security. In fact, Microsoft Azure—the cloud platform we use at Banno—
has security software that we use to monitor identity, data, networking and 
our Banno apps. It shows us potential threats across the cloud, actionable 
recommendations to mitigate those risks and it even automates mitigations for 
detected vulnerabilities. 

Just as impressive as the digital security tools Azure provides is the physical 
security; they meet and exceed international and industry standards.

On the Cloud
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In life, we never know what’s around the corner. When business intersects with 
life, Banno understands that you don’t have the luxury of ‘taking it as it comes’. 

You can be confident that Banno knows how your important data is flowing 
across the entire network, from where and to where; you can rest assured 
knowing that we have an annually-tested disaster recovery plan in place for 
the day that disaster strikes. That’s right. We operate under the expectation 
that isolated areas of our network will fail at some point. Hurricanes happen. 
Tornadoes happen. Natural disasters happen all the time… but we’re not caught 
off guard.

Disaster Recovery
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The Banno Network on a Sunny Day

Before we talk about stormy day disaster recovery, let’s understand the 
sunny day scenario. 

Today, Banno is on a hybrid cloud network. That is, we have servers 
(where data is stored) in our private JHA Data Center and we use cloud 
platforms from Microsoft Azure and Amazon Web Services (AWS)* as a 
service so that we don’t have the expense and burden of building and 
maintaining our own infrastructure.

Being on the cloud gives us extra network stability, as there are layers 
of safeguards for downed servers. Azure’s availability zones are 
geographically dispersed in regions, to which servers can fail, should 
one of our primary zones go down. 

How does the Banno Network interact with my core? 

If we think about the Banno network like a telephone line, Banno users 
(represented in the JHA Data Center and Microsoft Azure) make a call 
to your core through jXChange, SymXChange and other JHA services. 
Here’s how that looks in diagram form:

Cloud Platform:
A vast network of 
remote servers.

* AWS is only used 
in disaster recovery 
scenarios.

Availability Zones:
A collection of data 
centers (a data center 
holds a big group of 
networked computer 
servers) equipped with 
independent power, 
cooling and networking.

Region:
Multiple availability 
zones within a defined 
geographic perimeter.

Mobile

Marketing

People

Monitor

Online

Your Core

jXchange, SymXchange, & other JHA services

JHA Data Center 

Content

JHA Data Center: Lenexa, KS

JHA Data Center 

Content

JHA Data Center: Lenexa, KS

Microsoft Azure
Microsoft Data Center: Region 1
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The Banno Network on a Stormy Day

When prepared, a stormy day isn’t that scary. Banno is prepared for 
disaster. Namely, we have tested plans in place to keep data loss to 
a minimum, including enterprise access to cloud-based databases 
in strategic locations across the U.S. to ensure availability should a 
primary zone go down.  

Here’s a breakdown of how we minimize data loss:
• Our data backup cadence is every five minutes.
• Network monitoring means no time is wasted in the pursuit of 

recovery.
• With product templates on hand and our use of cloud networks, 

Banno solutions can be rebuilt and restored in a sound region within 
an hour.

It’s worth noting where Banno solutions reside in the event of a disaster. 
Here’s how the network changes when the sunny day scenario goes 
dark:

Microsoft Azure
Microsoft Data Center: Region 1

JHA Data Center
JHA Data Center: Lenexa, KS

Your Core

jXchange, SymXchange, & other JHA services

Content

Amazon Web Services (AWS)
Amazon Data Center: Region 1

Mobile

Monitor

Online

People

Marketing

Microsoft Azure
Microsoft Data Center: Region 2
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Banno’s enterprise continuity plan exists to keep our feet on the ground—yours 
and Banno’s—in the event of a disaster. Adhering to all FFIEC guidance as a 
minimum standard (and industry best practices for good measure), we plan 
proactively to ensure that our operations can continue and that the impact our 
clients feel is minimal.

Enterprise Continuity
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Continuity Plan Dimensions

Banno’s enterprise continuity plan involves two dimensions:

1. Organization Departments – How we account for our employees’ 
safety and ability to carry on with their responsibilities in adverse 
circumstances. 

2. Applications –  How we restore our applications when they go 
down.

Continuity Plan Activity Sets

Our continuity plan runs an annual cycle and includes three distinct 
activity sets:

1. Analyze
We analyze our departments and applications to fully understand 
their functions, how our clients would be impacted if their function was 
interrupted and the maximum amount of time (RTO) or data (RPO) we 
could tolerate losing in each. It gives us a realistic sense of what needs 
to happen in order to recover gracefully.

2. Plan
The enterprise continuity plan itself is built on and iterated around 
the analysis. It lays out our disaster response recovery team and the 
members’ contact information, a call tree, as well as reporting and 
recovery procedures.

3. Test
We test our plan annually—be it through real disaster response or an  
exercise—and use the test results as updated data to inform the next 
round of analyzing and planning.

RTO (Recovery Time 
Objective):
A department’s time 
threshold set for IT and 
business activities to 
be recovered. RTO is 
based on how long the 
business can continue 
with that department’s 
systems and operations 
down.

RPO (Recovery Point 
Objective):
The definition of loss 
tolerance which informs 
the frequency of data 
backup.

1. Analyze

2. Plan3. Test

informs the...

that gives us 
procedures to...

which gives us 
results to...

Enterprise Continuity
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Business Impact Analysis

Analyze and define: 
• Primary/secondary 

responsibilities of each 
department

• Resources the department needs 
in order to function and the level 
of reliance on each resource

• Impact to client in absence
• Recovery Time Objective (RTO)

Current Business Continuity Plan

Banno’s VPN (virtual private network) 
makes it possible for employees to 
work remotely in the event of a natural 
disaster—especially valuable for 
departments with a short RTO.
—
What is a VPN? 
A connection method used to encrypt 
data transfers. Think of it as tunnel for 
data to pass through that creates a safe 
and encrypted connection over a less 
secure network (like 
the internet).

Test Plan

A test may be an actual emergency 
or an exercise, which may be any  of 
the following:
• Tabletop Discussion: verbally 

walk  through a scenario
• Gap Analysis: review plan and 

single out potential points of 
failure

• Complex Exercise: full plan drill 
with no notice

Test Plan

Application recovery undergoes  a 
full system test:
1. Shut down all operations
2. Bring back production from 

scratch by simultaneously 
activating:
• Hardware
• Software
• Staff
• Communications
• Utilities
• Etc.

Business Impact Analysis

Analyze and define:
• Back-up methods
• Impact to client when down
• Recovery Time Objective (RTO)
• Recovery Point Objective (RPO)

Current Business Continuity Plan

Restore applications:
Application restoration is prioritized 
by RTO and RPO.

Application  RTO  RPO
BANNO Marketing 3 Hrs 1 Hr
BANNO Mobile 3 Hrs 1 Hr
BANNO Monitor 3 Hrs 1 Hr
BANNO Online 3 Hrs 1 Hr
BANNO Content 10 Hrs 24 Hrs

Organization Departments

1. Analyze

2. Plan

3. Test

Applications

Below, you’ll see how the activity sets play out for each dimension:

Enterprise Continuity
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How do you, as a Banno client, participate in this enterprise continuity 
program?  

In order to prevent unnecessary delays to service restoration during 
the disaster recovery process, we ask our clients to uphold the 
responsibility of clearly communicating to Banno any changes to co-
managed devices that they have initiated. Additionally, we invite clients 
to participate in recovery exercises by validating their access to the 
system after recovery. 

You will be notified of events that result in service interruptions—
planned or unplanned—in the For Clients portal, so you are always as 
informed as we are. 

Finally, we encourage our clients to keep an audit log of any service 
disruptions they notice, the perceived effects of each disruption and 
any related communications. It’s something we and the entire industry 
regard as a good practice for all vendor management.

Enterprise Continuity
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You know technology… sometimes things happen.
By “things”, we mean “incidents”. An incident is an isolated period during which 
a Banno solution is degraded and has potential to negatively impact your end 
users’ experience. 

You’ll find that, with Banno as your sidekick, you won’t be the last to know 
about an incident. Usually, we—you and Banno—know before users do. Banno 
solutions are monitored all hours of the day, using both automated checks and 
proactive verification by on-call service engineers.

When an incident occurs, you can count on us to fix it, take measures to guard 
against it happening again, and make the degradation public on status.banno.com.

Incident Reporting: you always 
know what’s going on.

http://jackhenry.com


48

3. Secondary incident 
notifications are sent. 
To ensure no one misses 
communication about the 
incident, we send out a service 
level announcement (SLA) 
for those subscribed to our 
product communications. 
From then on, we’ll point to 
status.banno.com as our 
source of truth (we update the 
status every 30-60 minutes, 
depending on incident severity 
and impact).

4. Incident response team works 
to restore service.
Once the diagnosis has been 
verified, the swiftest-possible 
actions are taken to restore 
service to normal. While 
further work may be required 
to fix the root cause, our first 
priority is restoring full service 
to your users.

Banno has an incident resolution process, and we 
adhere to it.

From the outside, it can look like an incident is recurring. But under 
the hood, it’s different. Here’s exactly how we make sure incidents are 
resolved—once and for all.

1. Incident is uncovered.
Incident is uncovered by the 
on-call service engineers 
and operations staff, who 
rally the incident response 
team to begin diagnosis and 
resolution.

2. Incident is published at   
status.banno.com.
We keep status.banno.
com up-to-date to keep you 
informed about identified 
incidents and estimated time 
of resolution.

Note:
There are times where 
we’re able to resolve 
an incident before 
we have a chance 
to send out a service 
level announcement. 
In this scenario, 
we’ll always follow 
up in our cases and 
publish any necessary 
documentation as 
outlined. 

Incident Reporting
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We use incidents to make your Banno experience better.

We believe that, for Banno to be its best, we have to be humble. 
That’s why every incident, and its details, is analyzed, recorded, and 
disseminated internally. In fact, Banno maintains a log of all incident 
activity, and it goes back at least three months. We do this to keep our 
support engineers informed, knowledgeable, and capable. 

Banno’s incident report process helps us schedule any long-term work 
required and adjust internal priorities to ensure we’re providing you with 
a consistent and stable service.

5. You are notified of resolution.
Once service is restored, 
we’ll update status.banno.
com and send you a quick 
email to close out the 
SLA communication sent 
previously.  

6. Incident reports are posted. 
Upon resolution, the Incident 
Response Team conducts a 
post mortem examination 
and documents details about 
the incident. The report is 
published and shared with you 
via the For Clients Portal within 
3-5 business days. 

Incident Reporting
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Fintech is great—customers/members love and expect it. They have control of 
their money anytime, anywhere. But with innovations like online banking come 
new problems to be solved: banks now have to protect customers’/members’ 
money and identity from attackers with varying motivations.

Risks and Mitigation
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Who are the attackers?

Attackers usually fit one of two profiles: a stranger who is stealing 
credentials, or someone with whom the victim has a relationship or 
shared space.

Good hackers are persistent, and they’re constantly exploiting holes in 
security measures. In fact, the number of cyber threats increases every 
day as attackers scheme ways to get past risk mitigation. The biggest 
risks today are:
•	 Script Injections
•	 Man in The Middle Attacks (MiTM)
•	 Malware
•	 Access to Physical Devices
•	 Stolen / Guessed Credentials

Feeling the pressure? We’re here to lighten your 
load. 

When it comes to protecting users’ account access and personal data, 
FIs are carrying more responsibility than ever. And with convenience 
being the expectation of the day, there’s an added layer of complexity: 
security measures have to be easy to navigate, or else mitigations 
become self-defeating. The classic example is the workspace littered 
with sticky notes donning complicated passwords, all up for grabs. 

Faceless Attacker

Motivation: 
Make a career out of exploiting 
large amounts of customer data.

Motivation: 
Impress social circle with 
money and expensive things.

Rogue Teenage Son

Risks and Mitigation
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Security vs. Convenience
In order for security protocols to be effective, they must be convenient enough 
that adherence isn’t a burden. Without convenience, the weight of security 
inadvertently encourages unsafe practices. 

Banno understands, and we’ve made it our priority to be a major 
support to you as you work to protect your users. Our products are built 
around a multi-faceted security architecture, and we take special care 
to make it easy for users to navigate. Here’s what we have in place:
• Re-authentication for Higher-risk Actions
• User Device Management
• Verified Connection
• Two-factor Authentication (2FA)
• Local Data Encryption

Read on to see how each of these security measures are applied to 
mitigate against the risks we’re seeing today.

Security Convenience

Verified Connection

Two-factor 
Authentication (2FA)

User Device 
Management

Local Data 
Encryption

Re-authentication for 
Higher-risk Actions

Risks and Mitigation
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Script Injection Attacks 
The threat of a script injection attack is unique to web applications. Yet, 
according to Verizon1, they are the leading vehicles for use in confirmed 
data breaches.

A script injection is code that’s added to a website which allows the 
attacker to access and read or modify a database, or change data 
on a web site. Attackers can get into a system to inject script a couple 
different ways:
• By bundling malicious software with plugins downloaded by the 

user.
• By entering code into data entry fields, like search bars, on 

vulnerable sites.

When a malicious script is injected, user-entered data, like usernames 
and passwords, is exposed and delivered into the hands of the bad 
guys. Not only do the attackers now have access to a user’s credentials, 
but they can add, modify or delete data. 

Do you remember the Equifax breach of 2017? Hackers exploited a 
vulnerability found in an open source component of the company’s 
online application. The cyber criminals gained access to identity 
information for 143 million Americans2 by injecting a script3.
 

Imagine this... A community bank had their website redesigned and 
developed by a local development firm. It looked great—the bank’s 
marketing manager worked closely with the designer, and it reflected 
the bank’s brand well. 

Unfortunately, there was a flaw in the website’s code that allowed 
a faceless attacker to enter a simple script into the search bar to 
command the website’s server to hand over all its stored usernames 
and passwords. 

Now, the bank is responding to public scrutiny, scrambling to gather 
materials for an impending audit, and frantically trying to assist its 
customers and members in protecting their identity.

1 https://www.
verizonenterprise.
com/verizon-insights-
lab/dbir/

2 https://www.
consumer.ftc.gov/
blog/2017/09/equifax-
data-breach-what-do

3 https://www.
equifaxsecurity2017.
com/consumer-
notice/
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Mitigation: Verified Connection

Banno Online follows a current and comprehensive web standard 
content security policy to verify our connections. Most notably, we keep 
a short list of resources that we interact with, and no others are trusted. 

Here’s how that translates technically:
• We whitelist specific domains that Banno Online can load (receive 

data).
• We whitelist specific domains to where user-entered data in Banno 

Online can be sent (pass data).
• We validate any code which could have been manipulated to 

benefit an attacker to ensure that it has not been changed.

Man in The Middle 
(MiTM) Attacks 
Internet connection gives you access to a world of information—but 
it also provides a channel into your device. A non-secure connection 
is gold for attackers because it allows them to intercept and alter 
communication between you and the web page or application you’re 
interacting with.

Ideal Connection 
A user’s request is delivered straight to the server, and the server returns 
a signed certificate straight to the user’s device. This certificate creates a 
recognizable ‘identity’ for the device, serves as the device’s authenticator, and 
ensures communication between the user and the server isn’t altered.  

User Server
CA-signed 
Certificate
(certificate authority)

Server Request

Risks and Mitigation
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Successful MiTM Attack 
A cyber criminal can hijack communications between an API and a host server 
through a non-secure internet connection by accepting a CA-signed certificate 
from the server and then issuing a bogus self-signed certificate to the user. This 
allows the attacker to encrypt and decrypt data flowing between the parties—
and act on behalf of each—while staying under the radar. 

Imagine this... Jared, a founder of an investor-backed startup, is 
meeting with a consultant at a coffee shop to discuss a project 
proposal. He’s intrigued by the proposal, but it’s a little more than he 
planned to spend. He uses the coffee shop’s WIFI connection to pull 
up his business account on his phone and enters his username and 
password to access his accounts. 

Meanwhile, a hacker has taken advantage of the insecure connection 
and has intercepted the authenticator issued to Jared. Now, the API 
believes the attacker’s device belongs to Jared, and therefore it will not 
be questioned the next time the attacker logs in with that device.

That, together with Jared’s credentials that the attacker collected 
through a script injection, has given the attacker everything he needs to 
control Jared’s business accounts. 

Mitigation 1: Verified Connection

To verify our connections on Banno Mobile, we use TLS (Transport Layer 
Security) certificate pinning: a protocol designed to let two parties 
with certificates communicate confidentially on mobile devices using 
encryption.

Original Connection
User Server

CA-signed 
Certificate

MiTM

Self-signed 
Certificate

Certificate:
A certificate creates 
a recognizable 
‘identity’ and ensures 
communication 
between the user and 
the server isn’t altered.

Risks and Mitigation
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Generally, any server with a certificate signed by a trusted certificate 
authority (CA) passes as “secure”.

Banno Mobile takes it one step further by pinning specific certificates 
as secure. Servers showing certificates outside of whitelisted certificate 
signatures are denied connection to the API. This keeps a MiTM 
attacker from intercepting the certificate needed to encrypt data and 
issuing a bogus self-signed certificate to unsuspecting app users like 
Jared.

Banno JHA

Pinned 
Certificate

MiTM

Unrecognized 
Certificate

Banno Pinned Certificates CA-signed Certificates

vs.

Mobile MiTM Attack Stopped with TLS Certificate Pinning 
By implementing TLS certificate pinning, we have defined which certificates 
Banno Mobile will accept communication from. If the user is being targeted 
with an MiTM attack, Banno Mobile will deny communication when it receives a 
certificate other than those which have been pinned as legitimate. 

Risks and Mitigation
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Mitigation 2: Two-factor Authentication (2FA)

Banno apps require 2FA. This protects users like Jared from MiTM 
attacks if he was on his laptop using our web app, Banno Online. Even 
if a faceless attacker is able to intercept an authenticator and hijack 
a web connection, he or she probably won’t have access to a second 
authentication factor: something the real user has (like a phone) or is 
(like a fingerprint). 

Malware
There’s a lot of value in the information a person types day-to-day 
(think usernames, passwords, and personal identifiable information), 
and hackers are willing to work to collect it. An attacker can install 
malware—physical hardware or software—to log and exploit a user’s 
keystrokes. 

Imagine this... Anna finds an online application that blocks all browser 
ads, and it has really great testimonials. She downloads and installs 
the software. It seems to be working great! But what she doesn’t know 
is that a key logger was built into the ad blocker, and now a hacker is 
recording everything she types: usernames, passwords, credit card 
numbers, social security numbers—everything.

Mitigation: Two-factor Authentication (2FA) 

Banno apps require 2FA to protect users like Anna. Even if a faceless 
attacker has login credentials and other personal identifiable 
information collected by malware, he or she probably won’t have 
access to a second authentication factor: something the real user has 
(like a phone) or is (like a fingerprint). 

Access to Physical Devices
Computers and phones can fall into the wrong hands. They can also 
give family members and colleagues easy and tempting access to 
accounts that are intended to be reserved for the account holder.

Two-factor 
Authentication (2FA): 
Method of confirming 
a user’s identity by 
requiring two of three 
pieces of evidence:
• Something you know
• Something you have
• Something you are

Risks and Mitigation
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Imagine this... Nathan has just realized that he left his laptop in the 
Uber he took to a meeting. He contacts the driver, but it’s not there. One 
of the driver’s 12 passengers since Nathan must have taken it.  

Nathan’s usernames and passwords were stored on the hard drive—
not encrypted—and the thief now has access to his bank accounts.

Mitigation: Local Data Encryption 

To protect users like Nathan, communication between the Banno API 
and the user’s device is over TLS, encrypting the data—including all 
personal identifiable information—and usernames, passwords are 
never stored on users’ devices. 

Imagine this... Alex’s favorite band is playing in a nearby city, and his 
friends really want to splurge on floor tickets. The problem is, he’s short 
on money. Alex knows that his parents are sticklers about budgeting 
and only spending the money you have—so he wasn’t about to waste 
his time asking for the money he wanted. 

Feeling desperate, Alex took advantage of an opportunity to see if he 
could get to his parents’ funds. His dad had left his phone and wallet 
on the counter to do some yard work. Alex knew the phone passcode 
already, and he only had to guess three times before cracking the PIN 
for access to their accounts through the mobile banking app. 

Once he was in, Alex considered the amount that he could get away 
with transferring without anyone noticing—probably $150. Less than 
a minute later, he had the money in his account and was texting his 
friends that he was good to go on the floor tickets.

Mitigation 1: Re-authentication for Higher-risk Actions 

Anytime a high-risk action is performed on the Banno platform—in 
the case of Alex, adding an external transfer—the user is prompted 
to re-enter their password, not to be confused with their access PIN. 
Additionally, the account owner receives an email notification detailing 
the high-risk action that took place and what they need to do if the 
action was fraudulent.

Higher-risk Actions
• New device login
• Add payee
• Change password
• Change UN
• Change associated 

email
• Change 2FA 

settings
• Add external 

transfer account
• External transfers 

over a specified 
amount (configured 
in People)

Risks and Mitigation
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Mitigation 2: User Device Management

Users with a stolen or lost device can log in from a different device 
and deauthorize the offending device. For mobile clients, this wipes 
all the user data the next time the device contacts a Banno Server. 
For web clients, this requires a full 2FA login—even if the user checked 
“Remember this computer”.

Stolen or Guessed 
Credentials
With so much of our world being managed through digital accounts, 
cyber criminals are motivated to obtain or guess credentials. 

Imagine this... Borris has purchased a database of credentials for a 
regional bank on the dark web—that is, someone else had breached a 
site and sold him the information, rather than using it themselves. Borris 
set up some small, recurring transfers to himself from hundreds of users, 
setting himself up with a comfortable annual salary. 

Mitigation: Two-factor Authentication (2FA) 

Banno apps require 2FA. This protects users from faceless attackers like 
Borris, because even with login credentials and personal identifiable 
information, the attacker probably won’t have access to a second 
authentication factor: something the real user has (like a phone) or is 
(like a fingerprint).

Imagine this... A hacker breached a large website database—
completely unrelated to any of your FI’s online services. This guy knows 
how people operate—that they tend to reuse credentials or variations 
of credentials. Some light investigative work matches up your FI’s digital 
banking solution with potential users from the breached database. 
The hacker runs a coded script written to try 100s of usernames and 
passwords similar to that which was found in the breached database 
on your digital banking login screen. It only takes a couple successes to 
make it well worth his time.

Risks and Mitigation
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Mitigation: User Device Management 

Banno identifies unique devices and IP addresses, which allows us to 
count failed login attempts and block devices that exceed our defined 
number of tries. 

Imagine this... Alex was looking forward to his senior prom. His friend 
circle wanted to go all out: a limo, dinner at a high-end restaurant, 
and a professional photographer to help document the event. What a 
night… an expensive night! Alex’s parents had given him a prom budget, 
but he’d already spent it on his tux and corsage. 

Alex HAD to be with his friends, so he made a desperate decision to try 
and hack his mom’s bank account online. She used the same username 
for everything— susanjones0825—so he just had to guess the 
password. He knew a few of her passwords from notes she left around 
the house, and most followed a pattern of the dog’s name and some 
representation of her birthday. It took a couple guesses, but he got in 
and was able to transfer the money, all within 15 minutes.

Mitigation: Re-authentication for Higher-risk Actions

Anytime a high-risk action is performed on the Banno platform—in the 
case of Alex, adding an external transfer—the account owner receives 
an email notification detailing the high-risk action that took place and 
what they need to do if the action was fraudulent. 

Risks and Mitigation

http://jackhenry.com


62

These days, it’s no secret that user data is a hot topic. Big tech companies are 
under fire for failing to protect data (and in some cases, deliberately exploiting 
it). Not surprisingly, those companies have plummeted on the trust-o-meter. We 
don’t want that. Not for you, and not for ourselves. That’s why we, at Banno, are 
diligent about keeping on the forefront of encryption methods.

Encryption: Protecting Data On 
The Move and At Rest

http://jackhenry.com
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What is encryption?

You can think of encryption as a message being converted into a secret code by 
a key (note: a key is just a really long password… like 2000+ characters long), and 
only others with a second unique companion key can crack the code. Everyone 
else just sees gibberish. It feels a bit like 007.

There are two methods of encryption:
1. Symmetric
The same key is shared by data senders and receivers.

2. Asymmetric
A public key is freely available to send encrypted data, but the second key, 
unique to the recipient, is required to decrypt the data.

Banno uses asymmetric encryption.

Plain Text
(Readable Text)

Plain Text
(Readable Text)

Encryption 
Key

Asymmetric 
Decryption Key

Encryption 
Algorithm

Decryption 
Algorithm

Cipher Text
(Encrypted Text)

Cipher Text
(Encrypted Text)

Sender (Encryption)

Receiver (Decryption)

Encryption
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Encrypting Data on The Move
As is common practice in Fintech today, all communication between 
the Banno API and the user’s device is encrypted locally and sent over 
TLS 1.2+. This means that all user-entered data—including personal 
identifiable information—is encrypted before it ever leaves the user’s 
device.

Encrypting Data at Rest
A user’s device stores a lot of sensitive information. To lessen the 
likelihood of that information being compromised in the event of a lost 
or stolen device, Banno encrypts device-held data at rest—that is, 
the data is rendered unreadable even when it’s not moving across a 
network. We also encrypt all personal identifiable information that is 
stored on Banno servers and adhere to industry standards regarding 
limitations on who has access to that information.

Local Encryption:
Data is encrypted  
on the user’s device  
before being sent to a  
network server.

Transport Layer 
Security (TLS): 
Provides communication 
security between client/
server applications that 
communicate with each 
other over the Internet.

Encryption
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Two-factor Authentication: The 
New Standard
“Multi-factor authentication” is a term that has been around in Fintech for some 
time, and it’s used to describe a process in which a user enters login credentials 
and answers security questions to prove they are who they say they are. 

Banno sides with Google and the FFIEC when they say that security questions are 
not reliable authenticators. Read on to get the details and to learn about the new 
standard: two-factor authentication (2FA). 

http://jackhenry.com
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As it turns out, security 
questions aren’t that secure.
Over the past few years, there have been dramatic and highly-
publicized identity theft cases which demonstrate that password-
based security is susceptible to breaches. It’s because the username, 
password and security question combo can be cracked, reset, and 
socially engineered, and Google’s large-scale research project1 backs 
up that statement.

“Our findings led us to conclude that secret questions are 
neither secure nor reliable enough to be used as a standalone 
account recovery mechanism. That’s because they suffer from a 
fundamental flaw: their answers are either somewhat secure or easy 
to remember—but rarely both.”

– Google 

The specific insights from Google are startling:
     
• With a single guess, an attacker would have a 19.7% chance of 

guessing English-speaking users’ answers to the question “What is 
your favorite food?” (it was ‘pizza’, by the way).

• With ten guesses, an attacker would have a nearly 24% chance of 
guessing Arabic-speaking users’ answer to the question “What’s 
your first teacher’s name?”.

• With ten guesses, an attacker would have a 21% chance of guessing 
Spanish-speaking users’ answers to the question, “What is your 
father’s middle name?”.

• With ten guesses, an attacker would have a 39% chance of 
guessing Korean-speaking users’ answers to the question “What 
is your city of birth?” and a 43% chance of guessing their favorite 
food.

If security questions aren’t secure, then how have they 
become the industry standard?

Years ago, security questions seemed to satisfy the need for data 
protection. It appeared reasonable to believe that answering some 
personal questions, in conjunction with knowing a username and 
password, would verify a user’s identity. 

1 https://security.
googleblog.
com/2015/05/new-
research-some-tough-
questions-for.html

Two-factor
Authentication
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When auditors expressed their appreciation for the additional barrier 
to sensitive information, the measure was added to the proverbial 
checklist—and was mistakenly referred to as a form of multi-factor 
authentication. 

  
The True Criteria for Multi-Factor Authentication Classification

There are two entities who define authentication factor categories: The 
National Institute of Standards and the Federal Financial Institutions 
Examination Council. Both state that, in order for a system to be 
classified as having multiple authentication factors, it must incorporate 
at least two of the following:
     
• Something you know (like a password) 
• Something you have (like a phone or security token)
• Something you are (biometric data) 

Like a username and password, security questions are something you 
know. So you’re not crossing over into multi-factor authentication by 
adding security questions to the login process, because they’re all a 
single authentication factor.

Banno has replaced security 
questions with 2FA. 
Because the FFIEC prefers 2FA over security questions—the full 
Supplement to Authentication in an Internet Banking Environment2 
underscores the need to switch to 2FA—and we want your digital 
banking solution to be (at least) as secure as the rest of big tech, we’ve 
implemented 2FA for Banno Mobile and Banno Online.

2FA Explained

Two-factor authentication is achieved when a user can “show up” 
over a network or channel other than the primary network or channel. 
Basically, a user has to validate login attempts outside the app before 
the system will grant them access to their account. That can happen 
via SMS text message, voice authenticators, an authenticator app, one-
time passwords, push notifications, hard and soft tokens, and security 
keys.

2 https://www.
federalreserve.gov/
supervisionreg/srletters/
sr1109a1.pdf

Two-factor
Authentication
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For example:
When your customer/member logs into their online bank account using their 
credentials (something they know), they’re sent an SMS message by cell phone 
with a password to verify their identity. The SMS message is sent outside the 
context of the Banno application (something they have), making it a two-factor 
authentication method.

How does 2FA affect the day-to-day Banno Online and 
Mobile experiences?

Users will be prompted to turn on 2FA upon logging in for the first time. 
Additionally, whenever a user enters credentials on a device that the 
API doesn’t recognize, they will be asked to authenticate using a second 
factor. 

Banno supports a range of different 2FA options today:

SMS/Phone call
By providing a phone number (your institution can decide whether or 
not to require that the phone number matches your core records) users 
can receive a text message or phone call containing a code to enter 
into their Banno app during login. 

Authenticator apps
Banno natively supports the Authy authenticator app, and can 
support other authenticator apps such as Google Authenticator, 
Microsoft Authenticator, etc., for users who cannot access Authy or 
prefer a different option. Authenticator apps allow users to copy an 
authentication code directly from the app and enter it into Banno to 
verify their identity. 

To verify it’s you, enter 
this code: ••••••

Please confirm with the 
code we’ve sent you.

Hello, Charlie! 
Is it really you?

SMS Message

Two-factor
Authentication
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Time-based one-time password (TOTP)
Unique numeric passwords can be generated with a standardized 
algorithm that uses the current time as an input, and entered into 
Banno to verify a user’s identity. 

Push authentication
Banno mobile can send users a push notification on their phone to ask 
if they are trying to log in, and the user can say yes or no to verify the 
attempt.

Symantec/Broadcom VIP tokens
Banno supports Symantec VIP tokens in the form of both hard tokens (a 
physical dongle) and soft tokens (a custom authenticator app). Users 
are able to provide their credential ID, verify the correlated 2FA code 
when enrolling, and enter that code when logging in to verify their 
identity.  

Fast Identity Online (FIDO) security key
These physical hardware devices are the most secure 2FA option 
available. Since there is no code involved, user must have the device in-
hand to authenticate, making this method immune to phishing threats.

Two-factor
Authentication
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Fintech is great—customers/members love and expect it. But it has 
blown the doors of opportunity open for cyber criminals. Just because 
someone knows a valid username and password doesn’t mean they 
are who they say they are. According to Verizon’s 2018 Data Breach 
Investigations Report1, guessed or stolen credentials was the top tactic 
for data breaches. 

User Authentication
1 https://www.
verizonenterprise.com/
verizon-insights-lab/
dbir/
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To mitigate the threat of guessed or stolen credentials, Banno requires 
two-factor authentication (2FA) for two scenarios: 
1. It’s the user’s first time interfacing with your app.
2. A new device is being used to access bank accounts.

First Interaction: Setting up 2FA

To get started on the Banno platform, new users log in, and mobile 
users will choose a PIN for quick account access in the future. This login 
process establishes their first authentication factor: something they 
know (their credentials) or something they are (like a fingerprint). 

Two-factor 
Authentication (2FA): 
Method of confirming 
a user’s identity by 
requiring two of three 
pieces of evidence:
• Something you 

know
• Something you 

have
• Something you are

Wondering how new users get their credentials? 

1. Create a new account using their personal identifiable information;
2. Carry over their username and password associated with your 

current online banking solution;
3. Receive a username and temporary password issued by you, the FI.

Then, they will designate their second authentication factor: something 
they have (like a phone). In the example below, we’re using an SMS 
message as the second authentication factor, although there are 
several.

Enter this code to 
enroll: ••••••

To verify it’s you, we’ve 
sent a code to the number 
on your account.

Hi, Charlie!
Let’s enroll you in 2FA to 
keep your account secure.

Please enter your  
username and password.

User Authentication
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New Device: Proving a User’s Identity

Banno keeps tabs on the devices and browsers that are logging 
into user accounts by using device IDs and browser fingerprinting. 
Whenever a user attempts to login on a device that the API doesn’t 
recognize, they will be asked to prove their identity using 2FA. It’s just 
another security measure taken to protect the user in the even that their 
credentials are compromised.

Device IDs:
A unique ID is issued 
to a device with every 
installation of Banno 
Mobile. That ID is 
presented with every 
login as a way for the 
system to associate 
the device with an 
authenticated user.

Browser Fingerprinting:
A method used to 
collect information 
about a user, like their 
operating system, 
language, and various 
other active settings.

To verify it’s you, enter 
this code: ••••••

Please confirm with the 
code we’ve sent you.

Hello, Charlie! 
Is it really you?

SMS Message

Note: An SMS message is just one of several second factors Banno accepts. Others 
include  Authy, an authenticator app, voice authenticators and email. In 2020, we’ll be 
adding additional authenticator apps and hard and soft tokens.

User Authentication
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Banno Conversations™, our authenticated chat system, is more 
secure than any other communication method out there. Users of 
Conversations can assert who it is that they’re chatting with, and that 
any forms or files shared are safe to open.

Banno Conversations™ is as secure as digital banking itself.
Every security measure taken for Banno digital banking also applies 
to authenticated chat: two-factor authentication (2FA), encrypted 
messaging and attachment scanning. That means that transactions 
can be made—and sensitive customer information can be shared—
over Conversations with complete confidence. 

Authentication
All Banno Conversations require users to authenticate into the Banno 
platform using 2FA as first-time users and whenever they’re using an 
unfamiliar device. 

On top of initial authentication, identity is confirmed each time a 
Conversation is opened. Messages and attachments are sent over 
WebSocket Secure (WSS) protocol, and the security token is checked 
again for every WebSocket that’s created. 

Learn more about Banno authentication practices >

Encryption
Anything that moves across Banno Conversations is encrypted in-
house, both on the move and at rest, using asymmetric encryption.  

Learn more about Banno encryption methods >  
   

Safe Attachments
Banno Conversations allows attachments to be securely passed 
between the FI and its account holders. Each attachment is 
automatically scanned for viruses and encrypted before being 
delivered to the recipient. Plus, for auditability purposes, each 
attachment is transferred in its encrypted state to its forever-storage 
home via HTTPS.

Authenticated Chat

WebSocket Secure:
WebSocket Secure 
protocols create an 
encrypted connection 
that enables real-time, 
two-way transport 
of data, like chat 
messages and file 
sharing.

http://jackhenry.com
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Banno is trusted with sensitive data, and we’re sensitive to the 
responsibility of keeping it secure—not only through development 
practices, but amid our physical assets as well. 

Banno has safeguards in place to protect physical assets 
that contain sensitive data:

1. Server Room: Our server room houses any sensitive data we have 
stored on the premises. Access to the server room is extremely 
limited to individuals, and only pre-approved groups are permitted. 
Both a thumbprint and a badge issued to authorized individuals are 
required in order to enter.  

2. Employee Laptops: Banno employees must use company-issued 
laptops in order to access our virtual private network (VPN), the 
gateway to Banno-specific resources. Everything on the network is 
permission-based, meaning employees only have access to what 
they need in order to perform their specific job duties. Plus, the VPN 
makes the work they do 100 percent audit-able—there is never any 
question as to who does what, and Banno employees know that.

3. Removable Media: Only approved individuals with adequate 
software permissions are able to use removable media, and any 
removable media used must undergo an anti-virus and malware 
scan before its data can be loaded onto Banno machines. 

4. Firewalls and Anti-virus Protection: Of course we’ve got it—the 
best.

All other sensitive data is housed on the cloud or in a data center, which 
exceeds international and industry standards for physical security.

Physical Security

Virtual Private  
Network (VPN):
A secure tunnel that 
allows encrypted data 
to move from a private 
network (Jack Henry 
private network) to an 
authenticated device 
(company-issued 
laptop).

Removable Media:
Any type of storage 
device that can be 
removed from a 
computer while the 
system is running (like a 
disk or USB drive).

Company-issued Laptop Jack Henry Server

VPN Tunnel
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Banno undergoes both required and self-imposed examinations and audits 
regularly to maintain and exceed industry compliance standards.

Transparency as our policy, Banno self-regulates and presents all known 
problems to auditors and examiners. We would rather have compliance 
discussions be around the best solution to a problem than have it be one of 
discovery.

Following is a list of ways Banno stays on top of compliance.

Compliance

http://jackhenry.com


76

Audits & Examinations
FFIEC Services Exam
Annually
The FFIEC visits Banno for three weeks to examine our services and hold our 
practices against the industry risks of the day and to track our progress on 
recommendations made on previous visits.  

Banno documents all recommendations for improvements in Jack Henry’s 
governance risk and compliance tool (jGRC), from which we prioritize our work 
for continuous improvement.

Internal Audit
Every other year
We want as many eyes on our operations as possible. Jack Henry has an internal 
audit team that validates corporate compliance rules are upheld for Banno’s 
products and data centers—Jack Henry data centers, as well as Azure and AWS. 

Banno can—and does—customize corporate compliance rules to be more 
comprehensive for assurance of positive audit results. 

SOC2 Audit
Annually, starting in 2018
PricewaterhouseCoopers (PwC) runs a SOC2 audit for a period of six months 
for Banno. This audit is extremely detailed, covering more than 500 controls 
held against data centers, product code and performance, as well as enterprise 
policies, processes and access.

Additional Compliance Measures
Specialty Teams
Continuous
Banno has entire teams devoted to both security and scalability. 

The Security Team constantly assesses current risks and ensuring that they 
are mitigated. Anytime there is a question that could affect security—platform 
wide—this team holds the final answer.

The Scale Team works to ensure that our services can be scaled—to the tune of 
1M+ users in a day. 

Compliance
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ISG Risk Assessment
As needed
All integrations and vendor relationships are assessed by JHA’s internal 
Infrastructure Security Group to understand the level of risk involved 
when we partner with a provider or a vendor. Once completed, the 
assessment is delivered to JHA’s Risk Compliance Team who determines 
whether Banno may proceed with a resource or vendor relationship.

Banno Employee Policy Reviews
As needed
Banno employees must review and accept policies regularly. At the 
corporate level, Banno employees must agree to Jack Henry’s policies 
on an annual basis. If an employee refuses to accept a policy or 
accepts and disregards a policy, Jack Henry has the right to terminate 
the employment relationship.

Banno Policy and Procedures Review
Annually
Every year, the Banno Group reviews Banno-specific policies (exceptions 
to Jack Henry corporate policies) and documents any changed 
compliance requirements and internal processes.

Vendor Management
As needed
Banno performs an evaluation on each vendor with whom we partner 
so we can review and validate their security practices. Jack Henry’s 
third-party risk management team reviews their practices and 
provides a recommendation for approval or denial to proceed with the 
partnership.

Disaster Recovery Exercise
Quarterly
To ensure network stability and to minimize data loss when isolated 
areas of our network will fail (they will), Banno has established a 
primary and a secondary disaster recovery plan. Our disaster recovery 
exercises involve replicating Banno services on backup networks with 
the expectation that it’s done within an hour and data loss is contained 
to a five minute window.

Disaster Recovery 
Scenario Example:
In September of 2018, 
our disaster recovery 
plan was put to use 
in an actual disaster; 
this replaced our 
exercise for 2018. The 
scenario was that an air 
conditioner broke and 
servers overheated.

Compliance
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Banno Access Review
Quarterly
We permit adequate physical access for employees and vendors to 
do their work. Quarterly, our operations team reviews the individuals 
authorized for limited access to data and physical assets, including our 
server room and company-issued laptops which are the gateway to 
Banno-specific resources house on our virtual private network (VPN).

Center for Internet Security (CIS) Benchmark Exercise 
Annually
We hold all players in our cloud network (Jack Henry Data Centers, 
Azure and Amazon Web Services) accountable for server security. 
Every year, we test our network against best practices, as defined by 
cyber security professionals and subject matter experts from around 
the world.

Intrusion Exercises 
Annually
We use Jack Henry’s 3rd party penetration testing— real human 
security professionals manually looking for vulnerabilities.

Qualys Scan 
Bi-monthly
Banno uses Qualys to scan network traffic for vulnerabilities.

Vulnerability Scans for Third-party Libraries
Frequency: Continuous 
Banno keeps a short list of resources from and to which we pass 
data. We use a service to scan our whitelisted resource library for 
vulnerabilities to known threats.

Static Code Analysis Scan
Frequency: Continuous 
Banno uses a service to scan the code we write for vulnerabilities.

Organization Chart Review
Frequency: Bi-monthly 
Banno’s organization chart is reviewed to keep close tabs on who is 
and who is not an employee to aid access reviews and for general 
awareness around who should have access to intellectual property and 
employee resources and who should be in the building.

Network Traffic:
Data moving across a 
network at a given time.

Compliance
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Addenda
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To access the most recent version of our SOC1 letter, please visit the following link:

For Clients portal

SOC1 Letter
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https://forclients.jackhenry.com/products-and-services/Online-Mobile/Banno/AuditExaminationInformation/2022 Digital Solutions - SOC 1, Type 2 Report.pdf
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To access the most recent version of our SOC2 letter, please visit the following link:

For Clients portal

SOC2 Letter

http://jackhenry.com
https://forclients.jackhenry.com/products-and-services/Online-Mobile/Banno/AuditExaminationInformation/2022 Digital Solutions - SOC 2, Type 2 Report.pdf
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